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Abstract

This paper presents a model for intrusion prevention and self-healing system for network
security. The model detects, prevents, and heals harmful events, which are the actual reasons for
damage of any of the system’s components. The proposed model explores the design and
implementation of artificial immune systems (AISs) inspired by the human immune system. A
novel approaches for network security based on the combination of biological intrusion
prevention (IP) and self-healing concepts are implemented in the proposed model. These
approaches are based upon data inspired by the human immune system (HIS), which applied to
the autonomous defence system. The system integrates an artificial immune intrusion prevention
system for network security inspired by the immunology theory known as danger theory and
adaptive immune system. The present model looks at the danger model and its application to
attack defence in order to create a fully decentralized model. The intrusion prevention system
(IPS) analyzes the behaviour of system processes and network traffic to detect harmful events.
Abnormal behaviours are the actual reason for damage of any of the system’s components. The
detection of the damage caused by different types of malicious events or attack profiles is used
to trigger the self - healing (SH) mechanism. This system is autonomous and enhances the fault
repair and system recovery.
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1. Introduction

With the explosive growth of the network systems, information exchange became routine
between computers around the world, thus the need for network security has become even more
critical with the rise of information technology in everyday life [1]. Meanwhile, the complexity of
attacks is on the rise regardless of the beefed up security measures. Intrusion Prevention Systems
provide an in-line mechanism focus on identifying and blocking malicious network activity in real
time.

Immune system presents valuable metaphor for computer security systems and it is an
appealing mechanism because firstly, the human immune system defends the body with high level
of protection features from pathogens, in a self-organized, robust, distributed and diverse manner.
Secondly, current security systems are not able to handle the dynamic and increasingly complex
nature of the computer systems and their security needs. In addressing this deficiency, the artificial
immune systems (AISs) have been successfully applied to a number of network security problem
domain that includes intrusion detection systems, intrusion prevention systems (IPS) and anti-
malware systems. This paper looks at the model of computer immune systems and its application to
intrusion prevention system combined with self-healing system, that create an autonomous system
using agents of multi layers.

The present model focuses on building biologically inspired AIS for intrusion prevention
system that has the following security features:

1. Autonomous security system to secure network system; a system that responds effectively to
new malicious activities without human intervention. Would significantly improve network
security system and optimize the performance.

2. Robust multi layered security system; decrease the false alerts and errors in detecting and
preventing malicious activities.

3. Hybrid Intrusion prevention system: a system that has capabilities to detect and prevent
anomalies, and misuse of malicious activities.

4. Heal damages caused by attacks; a combination of features between the intrusion prevention
system and self - healing mechanism to enhance survival ability of the network systems.

The paper is structured as follows: section 2 the background about IPS, self healing system
and HIS is summarized. The autonomous IPS and SH model design is explained in section 3. The
algorithms of the designed model are explained in section 4. In section 5 the model features and
limitations of model are presented with comparative study. Finally discussion, conclusion and
future work are provided in section 6.

2.  Background

Intrusion prevention systems IPS were developed to resolve ambiguities in passive network
monitoring by placing detection systems in-line [1]. The required capabilities, features
methodologies and technologies of intrusion prevention system are clarified in [1,2,3]. To achieve
secure and multi defense capability of network security system, the hybrid technology has been
applied in the proposed model.

2.1 Human Immune

The human immune system (HIS) [4] is responsible for an organism’s protection against
extraterrestrial particles, and is based on two main mechanisms: innate immune system that is an
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organism's first line defense and the adaptive immune system. The HIS features are desirable to be
adapted to the network security systems to protect them from harmful activities.

The immune system is one of a multilevel dynamic system of cells, molecules, tissues,
organs and circulatory systems [5,6]. By this view HIS provides the basis for a representation of
intrusion prevention as systems of autonomous agents. The main roles of the adaptive immune
system include: the recognition of specific “non-self” antigens in the presence of “self”, during the
process of antigen presentation, the generation of responses that are tailored to maximally eliminate
specific pathogen infected cells, and the development of immunological memory, in which each
pathogen is “remembered” by a signature antibody. All details are explained in [7,8,9]. This
matching between antibodies and antigens explains the core of adaptive immune system and most
of the first generation of AIS implementations [10,11].The mechanisms of the innate immune
system is usually triggered when microbes are recognized by pattern identification receptors, which
identify components that are conserved among broad groups of microorganisms, or when damaged,
or stressed cells send out distress signals. Innate immune system responds to pathogens is a generic,
meaning the protection mechanisms of these systems are non-specific. Innate immune response are
mainly explained in [12,13,14]. The dendritic cells (DCs) that are one of Antigen Presenting Cells
(APCs) act as natural data fusion agents. They are present in three statuses of differentiation,
immature, semi-mature and mature, which determines their exact role [14]. Variation between the
different statuses is dependent upon the receiving of signals while in the initial or immature status.
Overall, the classes of input signals are defined in table 1. Signals that point to damage cause a
transition from immature to mature; those signals indicating good health in the monitored tissue
cause a transition from the immature to semi mature status. Each DC has the capability to combine
the relative extent of input signals to produce its own set of output signals. DCs interpret the signals
of the antigen presented in an overall to ‘normal’ or ‘anomalous’ context for more details review
[12,34].

To achieve the IPS requirements which are: Security capabilities, Performance,
Adaptability, Scalability, Configurability and Robustness, the mechanisms of three HIS cells were
mapped: Dendritic cells mechanism, B-cell and T-cells. These cooperation mechanisms are
effective in the intrusion and prevention, and specification of an intrusion route for the network
security [15]. Many immune system approaches to IDS and IPS have been introduced. There are
three major extractions, and accordingly three different views: conventional algorithm, negative
selection paradigm, and danger theory [16, 17, 18, 19, 20, 21,24,25]. The framework of the present
model uses danger theory as forcefulness base for intrusion prevention system integrated with
adaptive immune system, mainly T-cell and B-cell [10].

Applying self-healing properties to network systems could present a way to alter the current
fault finding in network systems subjected to various abnormal behaviours. When such abnormal
behaviour is detected, the proposed system enters a self-diagnosis mode that aims to categorize the
fault and extract as much information as achievable with respect to its source, symptoms, and
collision on the system. Once these are recognized, the system tries to adapt itself by generating
candidate fixes, which are tested to find the best mark state [22]. The self-healing architecture is
combined to complement proposed IPS for more automatons damage repair and system continuity,
and functionality.
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TABLE 1: SIGNALS DEFINITION IN INNATE IMMUNE SYSTEM [23]

Signal Definition
Safe A result of normal cell death. Where cells must die for regulatory reasons.
The presence of safe signals indicates that no anomalies are present.
Danger A consequence of unintended necrotic cell death. The presence of danger
signal may or may not indicate an anomalous situation.
PAMP Pathogen - associated molecular proteins (PAMP). Protein expressed

exclusively by bacteria. The occurrence of PAMPs usually indicates an
anomalous state, which can be detected by DCs.

Inflammation | Produced via the process of injury. Inflammatory signals and
inflammatory signals processes are not enough to stimulate DCs alone,
their presence amplifies the above three signals.

3. Autonomous IPS and SH System

In [26,28], the authors proposed that bio inspired algorithms to be built-up and analyzed in the
perspective of a multidisciplinary conceptual framework that represents biological models. In this
work, an analytical computational framework has been built and authenticated based upon this
conceptual framework. These frameworks provide principle for designing and analyzing bio-
inspired algorithms applicable to non-biological problems. In Figure 1 the abstract design and the
model components of IPS and self-healing system are shown. The main agent components of IPS
model are: sense agent (SEA), analysis agent (ANA) and the adaptive agent (ADA). SHA agent is
combined with the IPS to include additional enhanced mechanism for self-healing purposes. One of
the central features of the model is that it needs both expert knowledge and training data. Each
agent in the model performs training on multiple types of input data within a specific period.
Meanwhile, the model’s main requirement is in building an expert knowledge base that assigns
input signals and rules to appropriate category. Two knowledge base systems are used, one for
misuse attack and the other for self-healing purposes. In autonomous multi-agent system, every
agent has its own goals, which drive its decisions. The individual goals of each agent must be
specified such that the preferred universal goals of the whole system are achieved [30]. The main
three agents SEA, ANA, and ADA form three different function layers. For each agent we specify
and identify the states and transitions of each agent according to how an agent behaves with respect
to changes in its environment [31, 32].The environment of each agent consists of a set of states S
and the agent can undertake a set of actions A and a set of percept P. The abstract architecture is
modeled as a discrete-event system using Petri nets. The structural analysis of the net provides an
assessment of the communication and coordination properties of the multi-agent system. Deadlock
avoidance in the multi-agent system is considered as an initial key property, and it is evaluated
using liveness and boundedness properties using linear algebra.

A Petri net base for the IPS and SH system is defined as a five-tuple (P, 7,4, W,M)).
Where;

P is a finite set of places.

T is a finite set of transitions.

A sub(PxT)U(TxP).

W:A {1,2,3,...} is a weight function.

My: P {1,2,3,..} is the initial marking.
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Figure 1: IPS and Self-healing Model for Network System

According to these formulas, a Petri net for the four agents was built and represented
graphically. In the analysis we used P-invariants and T- invariants obtained from the incidence
matrix [33].

The incidence matrix A of a Petri net has |T| number of row and |P| number of columns.

A P-invariant is a vector that satisfies 4 =0 (1)

T invariant is a vector that satisfies Ai =0 (2)

A Petri net model is covered by P-invariants, if and only if, for each place s in the net, there
exist a positive P-invariant x such that x(s)>0.
Petri net is structurally bounded if it is covered by P-invariants and initial marking M, is infinite.
Further a Petri net is covered by T-invariants, if and only if, for each transition t in the net y(#)>0.
Under this condition, Petri net is live and bounded if it is covered by T-invariants. The conditions
for the liveness and boundedness properties were proven to obtain the marking reachability graph
[36,37,38]. For each agent, the environment undertaken sets of states S, actions A and precept P
has the behaviour represented by the function action:

P A,
and perception function

S P,
and deterministic behaviour of an environment can be represented by the function
env: SxA— S.

3.1. Sense Agent (SEA)

The sense agent (SEA) performs the followings:

e Dynamically learns and trains to build a generic knowledge about all the network system
normal behaviour (self) for example: system calls, ports and IP addresses. In the training
period, all antigens and signal are defined according to the specific scanning criteria.

e Senses all input to the network system and compares it with data set that SEA has trained,
and then decides whether it is a source of malicious activities. This is performed and
inspired from how DC and tissue sense or capture the danger signal.

e If detection of abnormal behaviour is established, SEA prevents the malicious activities.

e Sends detection message to ANA and Starts retraining dynamically.
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The roles, function, and responsibilities of SEA are specified logically as follows:

The set of roles (Rsg4) of the sense agent SEA is:
Rsgy ={sense input data}
The set of function Fgg4 of the sense agent SEA is:
Fsgq = {learn normal behaviour, block abnormal behaviour}
The set of responsibilities Psg4 of the sense agent SEA is:
Pgp4 = {detect malicious activities, send detection message to ANA}
The SEA Model states, actions and precept specified as follows

Set of states ={ configure, train, detect, complete prevention, continue }
S sea ={s1, 52, 83, S4, 55}
Set of actions={configure completed, scan, block, detection message, permit}
A sea ={ay, az, as, a4, as}
Set of percepts={training, detection, prevention, communication analysis agent, continue
connection)
P se4 ={p1, p2, p3, P4 D3/
For SEA agent each j™ environment has the state:
S SEAj €S SE4
Similarly 4 sz4 be the set of actions of SE4;
aseané A sea
where K™ actions of SEA. These definitions have been used to build the Petri net sub —
model of the SEA agent. The incidence matrix for SEA is obtained from the Petri net graph
and both P-invariant and T-invariant satisfy the conditions mentioned above. The Tsga and

Psga invariants for SEA vectors are:
al a2 as as as

Pp-1 0 0 1 0 o ]

Isgs/=p> 1 -1 0 0 0 Tses=|o| , Psea=|o
ps 0 1 -1 0 0 ! 1
ps 0 0 1 -1 0 f ?
Ps -1 0 0 0 1

Figure 2 shows the behaviour of the SEA states and transitions which satisfy the properties
of liveness and boundedness and proof the reachability feature of the SEA.
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Figure 2:the SEA Transition a and State p graph
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3.2 Analysis Agent (ANA)

The analysis agents ANA performs the followings:

e Receives detection message from SEA, and then ANA analyzes the received information to
extract the malicious signature.

e ANA scans the misuse database to search for a matching signature. If a match is found then
the malicious signature is considered as a misuse. ANA checks the system behaviour and if
there any abnormal activities detected, ANA sends MisusehealMsg to SHA. Or else, ANA
considers the malicious signature as an anomaly and sends AnomalyMsg to ADA.

e ANA waits for RecognitionMsg from 4DA which contains the recognition information of the
anomaly, and then updates the database records.

e Checks system behaviour if there is any abnormal behaviour caused by the malicious
activity, and then ANA sends Anomalyhealmsg to SHA.

The roles, functions, and responsibilities of ANA are specified logically as follows:

The set of roles R4n4 of the analysis agent ANA is:
R n4= {analyze abnormal behaviour)
The set of function F4n4 of the analysis agent ANA is:
Fan4 = {distinguish misuse attack from anomaly attack, analyze attack behaviour)
The set of responsibilities P4n4 of the analysis agent ANA is:
Pyng = {receive DetectionMsg from SEA, send AnomalyMsg to ADA agen,t receive
RecognitionMsg from ADA agent, call self-healing system,

The ANA Model states, actions and precept specified as follows
Set of states ={ configure, monitor, analyze, decide, wait, update }
S ana={S1, S2, 83, S4, 55, 56/
Set of actions= {configure completed, DetectionMsg, scan, MisusehealMsg , send
AnomalyMsg, Receive RecognitionMsg, AnomalyhealMsg, register }
A ana={ay, az, as, ay, as, as, azas/
Set of percepts={monitoring, analyzing, decision, receiving, sending, updating}
Pana={p1, P2, p3, P4 Ps, p6}
For ANA agent each j” environment has the state:
S ANAj €S an4
Similarly A ana be the set of actions of ANA;

a AN k€ A ana
where K™ actions of ANA

We use these definitions to build the Petri net sub — model of the ANA agent. The incidence
matrix for ANA obtained from the Petri net graph and both P-invariant and T-invariant satisfy the
conditions mentioned above. The Tana and Pana invariants for ANA vectors are:

ai a: as as as asc ar as M 1]

pi -1 0 0 1 0 1 1 1 0

Tava= ., 1 1 o 0o 0o o 0 o Tana= 10 ’ Pana=|,
ps 0 1 -1 0 0 0 0 0 0 1

ps 0 0 -1 -1 0 0 0 ) 0

ps 0 0 -1 0 0 1 0

ps 0 0 0 1 -1 -1 o 1

,0,
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Figure 3 shows the behaviour of the ANA states and transitions which satisfy the properties
of liveness and boundedness and proof the reachability feature of the ANA.
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Figure 3: the ANA Transition a and State p graph
3.3 Adaptive Agent (ADA)

The adaptive agents 4DA performs the followings:
e Receives the AnomalyMsg from ANA and triggers adaptation method to anomaly behaviour.
e Recognizes and registers the anomaly behaviour signature.
e Sends RecognitionMsg to ANA that identifies the malicious anomaly and contains
information required for database registration.
e The distributed immune agents have the abilities of self-learning, expert knowledge,
memory, work autonomously and decartelized Learn.

The roles, functions and responsibilities, and interaction of ADA are specified logically as follows:

The set of roles of the adaptive agent ADA is:

R sp4= {adaptationToanomaly, regognize anomaly}
The set of function F4p4 of the analysis agent ADA is:

Fipa= {adaptationToanomaly check adaptation to anomaly), recognize anomaly)
The set of responsibilities P4p4 of the analysis agent ADA is:

P,p4 = {anomaly signature, feedback to analysis agent}

The ADA Model states, actions and precept specified as follows:
Set of states ={configure, monitor, adaptation, recognize}
S apa={s1, 52, 83, 54/
Set of actions= {configure completed, received AnomalyMsg, fix adaptation, send
AnomalyhealMs }
A apa={ai, az, as aq}
Set of percepts={configuration, monitoring, receiving, adaptation, recognition, sending}
P 4pa={p1, P2 p3, P+ Ps}
For ADA agent each /" environment has the state:
S ap4j €S uD4
Similarly 4 4p4 be the set of actions of ADA;

a apa k€ A apa
where K" actions of ADA.
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We use these definitions to build the Petri net sub—model of the ADA agent. The incidence
matrix for ADA obtained from the Petri net graph. Both P-invariant and 7-invariant satisfy the
condition mentioned above. The Typ4 and P4p, invariants for ADA vectors are:

0 0
Iipg=pr -1 0 0 1 Tupa=|, , Papa=|,
p2 1 -1 0 0 0 0
ps 0 1 -1 0 | 1
ps 0 0 1 -1

Figure 4 shows the behaviour of the ADA states and transitions which satisfy the properties
of liveness and boundedness and proof the reachability feature of the ADA.
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Figure 4: the ADA Transition and State p graph
3.4 Self — healing Agent (SHA)

The Self-healing agent SHA performs the followings:

e Receives MisusehealMsg and Anomalyhealmsg from ANA agent about harmful malicious
activities.

e Diagnoses the system behaviour, captures the fault identification, and extracts anomaly
activities configuration.

e SHA is an expert knowledge and is trained to adapt to abnormal activities using inspired cell
regeneration mechanism.

e Generates fix candidates for each fault and repairs the specific damages caused by harmful
activities.

e Finally Performs self - testing for the newly regenerated damaged component and deploys it.

The roles, functions and responsibilities, and interaction of SHA are specified logically as follows:
e The set of roles Rgp4 of the self healing agent SHA is:
Rsy={ self-healing}
e The set of function Fgy,4 of the analysis agent SHA is:
Fsp4 ={ diagnoses, fault adaptation ,testing }
e The set of responsibilities Psg4 of the analysis agent SHA is:
Pgy={receive msg ,fault identification, candidaet fix generation ,deployment }

The SHA Model states, actions and precept specified as follows :
Set of states ={create, train, fault diagnosis, fault adaptation, self test}
S sHa={S1, S2, 53, 545 5/
Set of actions= {configure, received message, fault identification, candidate fix generation,
deployment }
A sua={a;, az as a4 as}
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Set of precepts={training, receiving, fault adaptation, testing, deployment}
P 4pa={p1, p2, p3, P4, D5}

For SHA agent each j environment has the state:
S SHAj € S sH4

Similarly 4 sz4 be the set of actions of SHA;

a sua k€ A sha
where K" actions of SHA

These definitions have been used to build the Petri net sub — model of the SHA agent. The
incidence matrix for SHA4 obtained from the Petri net graph, and both P-invariant and 7-invariant
satisfy the conditions mentioned above. The Tsy, invariant and Pgz, invariant for SHA vectors are:

ail a2 as a4 as
Isgg=r —1 0 0 0 b Ta=re7, Pspq=11
p?2 1 -1 0 0 1 0
ps 0 1 0 0 1 0
ps 0O 0 1 -1 0 g i
ps 0 0 1 -1

Figure 5 shows the behaviour of the SHA states and transitions which satisfy the properties
of liveness and boundedness and proof the reachability feature of the SHA.
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— - p2 1 -1 o o o
p3 o 1 -1 o o
pa o o 1 -1 o
—— p5 o o o 1 1

Figure 5: the SHA Transition and State p graph
4.  IPS and SH Algorithms

The mechanism of DC is mapped and is represented by Sense agent, which has the
following constituents:
¢ As an agent it must has trained to have the ability of multi signaling processing And Receptors
for each processed input signals are pre defined and updated periodically
e Antigen set that correlated with the input signals and receptors that are predefined.
e Sampling the binding between the receptors and the relation set of antigen and input signals.

This agent must perform the follows:
¢ Calculate the rate of the binding process.
e Represent the output signal predefined as danger or safe signal to the T-cells.
¢ Prevent the damage behaviour when the rate exceeds the threshold.

The steps of the detection and prevention algorithm can be represented as illustrated in
Figure 6. Firstly, the categories vector that the system must monitor must be specified; according to
this we have to define the matrix of signals. For each category, the signal matrix has a relation with



Muna Elsadig,, Azween Abdullah Computer Science Letters Vol. 1(1) 2009

a specific set of receptors. This relation produces a set of antigens related to specific components of
signals and receptors. This relation gives the context of the abnormal behaviour that generates two
types of output signal: safe signal, or danger signal.

The vector of categories can be defined as;

CGr= [CGy,.....CGYl 0< i< [ //Nnumber of categories

The matrix of the input signals;

St=/[Si...... S/ 1 <I<L //L number of signal per categories
Vector of receptors;

Chn—CGxS, [I<h<H //H number of receptors per categories per period of time t
Vector of produced antigens according to produced receptors per categories

An= [ay, ...., a,/
The set of context per antigen per period of time ¢

R — Cx(SxA4)

—| Category |

Receptors Set |

Antigens VVector |

1 1 L

Output Context |

| R—C x(S = a)

T

| O,,0, I | Output Signal |
| Output Context I Thresholds
| Abnormal behaviorl Prevent

Figure 6: Detection and Prevention Algorithm Steps

During a period time ¢, the behaviours contexts are accumulated in R.
Where;

R = RUR",

R'is the set of normal behaviour context,

R"is the set of abnormal behaviour context,

o The rate of the accumulated abnormal context.

0<o<l1
T
ZRH
o = H— 0<t<T
T
The output signal O is examined against the threshold Thd.
1 o0 >Thd //danger signal or attack detected
0 =

0 0 <Thd //safe signal or normal behaviour

T-cell, which is represented by the analysis agent in this model functions to analyze the
signal in terms of abnormal behaviour context. When the analysis agent receives the danger signal,
it starts searching the knowledge database, and compares the abnormal behaviour context R”.

e [M,]B,] //Misused abnormal behaviour R,
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¢ [M,]B,] //Anomaly abnormal behaviour
[My][B.] is the database set of misuse abnormal behaviours.
v RY e [M,]B,] 3 O i 10 SHA  //Opuse 1s healmisuse message to the self — healing
agent.
\ Rx & [Mu ][Bu] 30 tnomaty 10 ADA  //Ounomary 1s adaptation message to the adaptive

agent.

The adaptive agent receives the Ognoman »tries to recognize the abnormal behaviour, and
calculate the distance between the normal behaviour context R’ and abnormal behaviour context R”

" ' l " il "
which is givenby (R ,R)= /Z( R.-R) V/,3S(R) //valueof f, gives the deviation
dis x=1

from the normal behaviour

Where, S(R") is the function of the signature extraction that distinguishes between abnormal
distinguishes abnormal from normal behaviours. The adaptive agent maps the mechanism of B-cell,
which produces adaptive antibodies to recognize the pathogens. Adaptive agent sends S(R)and
f . characteristics to the analysis agent to update the knowledge base database. As the self~healing
gent receives the healing message from the analysis agent that contains the abnormal behaviour,
characteristics and the damage behaviour.

SYS is aset of system component in normal behaviour state,

J= total number of the component

SYS = {sys,e.e..... LSS, } 1 <J<w
After intrusion occurred’

Vsys jElsys"]. e SYS' // set of damaged system components.
Where;

sys = f(sys) f //is function cause the damage.

SHA has a knowledge base containing all candidate system components such that;
Vsys 3heal, € Heal, set of healing function that heals the damaged system component.

heal (sys}) = f (sys,)

where

S(R)-S(R)=0
If the above result finds the healing component, which is identified as the successful candidate then
the healing component will be deployed, and tested to keep the system continuity.

5. Discussion

This model maps the efficient features of HIS. The IPS which combined with SH system is
Robust to secure network system with high efficiency. The model is expected to give less rates of
false positive and false negative detection error. Moreover, the self-sufficiency in nature of the
model by using agents’ paradigm shows more efficiency in reducing the period of detection and the
corresponding response time for prevention and healing. The interest of this work is in improving
the elements of the system that perform the monitoring, diagnosis and healing the abnormal
activities damages to carry on system continuity. Meanwhile the model may show limitation in
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scalability feature. This is because the sensitivity of defining the categories of authorized normal
behaviour and the specification of healing knowledge base in very large network. Recently, new
research and algorithm in AIS are focusing on building systems that have more biological
resemblance, inspired by both the innate and adaptive immune systems. Table 2 illustrates a
comparison between the proposed model and the three algorithms for intrusion detection and
prevention, which have been based on the danger model as second-generation of artificial immune
system.

TABLE 2: COMPARISON BETWEEN THE PROPOSED MODEL AND
OTHER DANGER MODELS FOR INTRUSION DETECTION AND PREVENTION SYSTEM

AIS DCA TLR Adaptive IPS IPS and SH
Algorithm[14] Algorithm[35] approach[11] Model
Adaptive immune system v v \
Innate immune system N v \ \
Knowledge base N \ \
Training base \ V
Prevention mechanism N N
Self-healing mechanism N
Standard antigen database N v \
Standard signal database N v \
Processing signal N N N

6. Conclusion and Future work

In this paper we have described a novel model for biological intrusion prevention and self-
healing system. The model is inspired by the danger theory (dendritic cell, tissue), adaptive immune
system (T-cell, B-cell), and human cell regeneration, and has agents paradigm. The approach maps
some pertinent features of the immune system to IPS: dynamic, self~monitoring, self-adapting,
autonomous and distributed security system. The agent’s function and structural specifications are
detailed and grouped into sets of roles, functions and responsibilities. The functional algorithms for
each agent built upon the specification model are constructed. Network systems are highly
autonomously, secured by using the bio prevention mechanisms. Moreover, the self-healing features
ensure the survival ability of these systems. For future work, we intend to simulate, prototype, and
implementation the model in addition to model reliability testing, which will be carried out as well.
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APPENDIX 1

TERMINOLOGY AND ABBREVIATIONS

Term Description

SEA Sense Agent

ANA Analysis Agent

ADA Adaptive Agent

SHA Self Healing Agent

Normal Authorized and normal system activities

behaviour

Abnormal Unauthorized and abnormal system activities caused by attacks or

behaviour malware

Malicious Attacks and malware

activity

DetectionMsg Message from SEA to ANA which contains all information about
the behaviour or malicious activity detected

MisusehealMsg | Message from ANA to SHA which contains all information about
the misuse abnormal activities and system behaviour

AnomalyMsg Message from ANA to ADA which contains the available
information in order to recognize the malicious anomaly




